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Abstract—In this paper, we propose a new blind steganalytic
method to detect the presence of secret messages embedded in
black and white images using the steganographic techniques.
We start by extracting several sets of matrix, such as run
length matrix, gap length matrix and pixel difference. We
also apply characteristic function on these matrices to enhance
their discriminative capabilities. Then we calculate the statistics
which include mean, variance, kurtosis and skewness to form
our feature sets. The presented empirical works demonstrate
our proposed method can effectively detect three different types
of steganography. This proves the universality of our proposed
method as a blind steganalysis. In addition, the experimental
results show our proposed method is capable of detecting small
amount of the embedded message.

Keywords-Blind steganalysis; steganography; gray level gap
length; run length; pixel difference

I. INTRODUCTION

Digital data hiding techniques have received considerable
attention from the research community. Many data hiding
techniques have been proposed for a variety of digital
applications including steganographic and watermarking ap-
plications. Steganography considers methods and techniques
that can be used to create covert communication channels
for unobtrusive transmission for military purposes. Water-
marking, on the other hand, can be used for variety of
purposes that include document authentication (by inserting
an appropriate digital signature), annotation, file duplication
management and ownership protection.

There are two basic operations involved in steganography,
namely, embedding a secret message and its extraction. Dur-
ing the embedding operation, the secret message is inserted
into the medium by altering some portion of it. The extrac-
tion operation allows to recover the secret message from the
medium. There are many kinds of multimedia that can be
used in steganography. By far the most common medium
is image. The main reason for this is large redundancy of
images that allows easy embedding of messages [1]. The
input image used in the embedding operation is called a
cover image and the generated output image (with a secret
message embedded in it) is called a stego image. Ideally,
both images (cover and stego) should look as two identical
copies or in other words, the stego image should be difficult
to tell apart from the cover image by an unsuspected user.

A list of possible choices for cover images include:
binary (black and white) images, grayscale images and color
images. For example, Tseng and Pan [3] have developed a
steganography that embeds secret message in binary image
and the work by Liang et al. [5] also uses binary image
in their steganography. The OutGuess [6] and F5 [7] are
examples of steganography that apply grayscale and color
images. A more recent steganography developed by Yang
(see [8]) is using color image.

Because of the invasive nature of steganography, it leaves
detectable traces within stego image characteristic. This
allows adversary to use steganalysis techniques to reveal that
secret communication is taking place. In general, there are
two types of steganalysis. One is targeted steganalysis and
the other is blind steganalysis.

Targeted steganalysis is designed specifically to attack one
particular embedding algorithm. For example, Böhme and
Westfeld [9] have broken the model-based steganography
[10] using analysis of the Cauchy probability distribution. In
another example, He and Huang [11] have successfully esti-
mated the hidden message length for stochastic modulation
steganography [12] where a specific probabilistic distribution
of a signal is modulated and added to carry message bits
in this steganography. Jiang et al. in [15] have launched
an attack on boundary-based steganography which embeds
secret message in binary image. Their attack hinges on an
observation that embedding has disturbed pixel positions
and this degrades the fit of autoregressive model on binary
objects’ boundaries. The works in [13] and [14] managed
to show how to estimate the stegokey1 used for embedding
hidden message. Targeted steganalysis may produce more
accurate results, but it normally fails if the embedding
algorithm differs from the target one.

Blind steganalysis can be considered as a universal tech-
nique which can detect different types of steganography. Be-
cause blind steganalysis can detect a wider class of stegano-
graphic techniques, it is generally less accurate compared to
targeted steganalysis. However, blind steganalysis is capable
of detecting a new steganographic technique where there

1stegokey is a secret key agreed beforehand between the sender and the
receiver to embed and extract the secret message
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is no targeted steganalysis available yet. In order words,
blind steganalysis is an irreplaceable detection tool if the
embedding algorithm is unknown or secret. Some successful
blind steganalysis include feature-based steganalysis pro-
posed in [16]. In that steganalysis, a set of effective statistical
characteristics (also called features) has been extracted to
differentiate cover images from stego images. In another
example, a similar technique of pixel differences has been
used in [17] and [18] to detect hidden messages and this
feature was proven to be working well. Meng et al. employ
a run length histogram in their steganalysis to detect a hidden
message in binary images [19].

In this work we further study blind steganalysis and its
effectiveness of detecting a secret message embedded in
the binary image. To confirm that our attack works, we
experiment with steganographic techniques, for which we
have reduced the length of an embedded message. In other
words, we use images with a reduced steganographic pay-
load2 in our experiments. Our experiments have shown that
our steganalysis works well in wide range of steganographic
payload.

The organization of paper is as follow. In the next section,
we give a brief description of the steganographic techniques.
The method of analysis we apply is given in Section III.
Section IV presents the experimental results of the analysis.
Section V concludes the paper.

II. COMPARISON OF THE SELECTED STEGANOGRAPHY

UNDER ANALYSIS

As noted in [3] and [4], these steganographic techniques
are actually extended from the technique developed in [2].
Without loss of generality, we will describe the technique
given in [2] as an example for the sake of presentation
clarity.

As noted before, a steganography involves two basic
operations which are embedding and extraction operation.
The embedding operation in [2] starts by partitioning a given
image into non-overlap blocks of size m×n. The payload for
each non-overlap block is r bits. The message bits are seg-
mented into streams of r bits and embedded by modifying
some pixels in the blocks. The modification of some pixels
is governed by certain criteria which are computed through
bitwise exclusive-or and pairwise multiplication operation
between the non-overlap block, random binary (denoted as
κ) and secret matrix (denoted as ω). Both the κ and ω are
m× n matrices and served as the stegokey.

During the extraction operation, the parameters like m,
n and r need to be communicated correctly between the
sender and receiver in order to construct the right size of
non-overlap blocks and right number of r bits per stream. In
addition, the right stegokey (κ and ω) is needed to success-
fully extract the secret message. After that, the receiver can

2reducing payload will minimize the alteration on image pixels and cause
less distortion, hence increasing the steganographic security and vice versa

derive the message bits by using the inverse of the criteria
used in the embedding operation.

In fact, the steganography in [3] is an improved version
of the steganography developed initially in [2]. Whereas
the steganography in [4] is another variation of this type
of steganography. However, we are not able to include the
enhanced steganography proposed by Chang et al. as the
authors did not give details about the technique. All these
steganographic techniques are developed to embed secret
message in binary image. The embedding and extraction
operation for Tseng and Pan [3] and Chang et al. [4]
steganographic techniques are similar to that of Pan et
al. [2] technique. Table I compares main steganographic
characteristics of the techniques.

It is interesting to mention that for example, the tech-
niques developed in [2] can embed as many as �log2(mn+
1)� message bits but only need to alter 2 pixels at most to
accommodate this. As opposed to a conventional technique
where 1 pixel alteration can only accommodate at most 1
message bit. Furthermore, adjusting m and n will result
in changing the payload and affecting the security level as
well. This gives flexibility to balance between payload and
security level.

III. PROPOSED STEGANALYSIS METHOD

Blind steganalysis can be viewed as a supervised machine
learning problem where we would like to classify points of
an image as either points of the original cover image or
points that are related to the inserted secret message. Our
analysis includes two stages, namely, feature extraction and
data classification. First stage is crucial and we show how
to construct the features. The second stage uses the standard
Support Vector Machine (SVM) [21] as our classifier. SVM
is based on the idea of hyperplane separation between two
classes. The aim of SVM is to obtain an optimal hyperplane
that separates the features set from different classes to
different sides on the hyperplane. Based on the separation,
which class an image belongs to can be classified.

A. Gray Level Run Length Matrix

The feature we try to extract from images is based on the
Gray Level Run Length (GLRL). The length is measured by
the number of consecutive pixels for a given gray level g

and a direction θ. Note that 0 ≤ g ≤ G−1 and G is the total
number of gray levels and θ, where 0◦ ≤ θ ≤ 180◦, indicates
the direction. The sequence of pixels (at a gray level) is
characterized by its length (run length) and its frequency
count (also called run length value) that tells us how many
times the run has occurred in the image. Thus our feature is
a GLRL matrix that fully characterizes different gray runs
in the two dimensions: the gray level g and the run length
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Table I
COMPARISON OF THE STEGANOGRAPHIC TECHNIQUES

Steganography Secret Matrix, ω Payload, r Image Quality Altered Bit

Pan et al. [2] weight matrix ≤ �log2(mn + 1)� - 2

Tseng and Pan [3] weight matrix ≤ �log2(mn + 1)� − 1 enhanced 2

Chang et al. [4] serial number matrix ≤ �log2(mn + 1)� - 1

�. GLRL matrix is defined as follow:

r(g, �|θ) = # {(x, y) | p(x, y) = p(x + s, y + t) = g;

p(x + u, y + v) �= g;

0 ≤ s < u & 0 ≤ t < v;

u = � cos(θ) & v = � sin(θ);

0 ≤ g ≤ G− 1 & 1 ≤ � ≤ L & 0◦ ≤ θ ≤ 180◦} (1)

where # denotes the number of element and p(x, y) is the
pixel intensity (gray level) at position x, y. G is the total
gray levels and L is the maximum run length.

The extracted GLRL matrix from an image can be con-
sidered as a higher order statistical characteristics. Observe
that the GLRL matrix is not sufficient for an analysis of
black and white images, where the number of gray levels is
drastically reduced (note that in grayscale and color images,
the number of gray levels is larger which is at less 256).
To fix this technical difficulty, we propose a solution that
allows us to create more gray levels and consequently more
meaningful statistics. Our approach is to use pixel difference.

B. Pixel Difference

Pixel difference is the difference between a pixel and its
neighboring pixels. Given a pixel p(x, y) of an image, with
x ∈ [1, X ] and y ∈ [1, Y ], where X and Y are the image
width and height, respectively. The vertical difference for
the pixel p(x, y) in the vertical direction (further on, we call
it simply pixel difference) is defined as follow:

pv(x
′, y′) = p(x, y + 1)− p(x, y), (2)

where x′ ∈ [1, X − 1] and y′ ∈ [1, Y − 1]. Pixel difference
for horizontal, main diagonal and minor diagonal direction
are defined in similar way.

It is easy to observe and has been confirmed by experi-
ments that the introduction of pixel difference has increased
(almost doubled) the number of gray levels. To illustrate the
point, consider a grayscale image with the number of gray
levels equal to 256. After introduction of pixel difference
the range of gray levels becomes [−255, +255]. The same
doubling effect happens for binary images. This effect is a
desired property to fix the technical difficulty mentioned in
Subsection III-A.

The authors in [18] named this similar pixel difference
as high order differentiation and they have further derived

some additional sets. Their features are defined as below:

pn+1
c (x, y) = pn(x, y + 1)− pn(x, y)

pn+1
r (x, y) = pn(x + 1, y)− pn(x, y) (3)

p1(x, y) = |p1
r(x, y)|+ |p1

c(x, y)|, (4)

p2(x, y) = p1
r(x, y)− p1

r(x− 1, y)

+ p1
c(x, y)− p1

c(x, y − 1), (5)

where n = 0, 1, 2 and | · | represents absolute value. p1
c(x, y)

and p1
r(x, y) can be considered as pixel difference for

vertical and horizontal direction, respectively. p1(x, y) and
p2(x, y) are the respective higher order total differentiation.
p0(x, y) is a special case which is the given binary image.

C. GLRL Matrix from Pixel Difference

The statistical features we use in our analysis is developed
in the following two stages:

1) In the first stage we use pixel difference to increase the
number of gray levels. We have incorporated the pixel
difference which is shown in Equation (5). Note that
p2(x, y) in Equation (5) is obtained by summing the
pixel differences computed in horizontal and vertical
directions. Note also the doubling effects of gray levels
on the pixel difference are increased from [0, 1] for
p(x, y) to [-4, 4] for p2(x, y). This is not hard to verify.
For example, consider the minimum and maximum of
gray levels for p1

r is -1 and +1, respectively. The same
is applied to p1

c . Hence, we can obtain the minimum
and maximum gray level for p2(x, y). The minimum
is obtained when the neighboring differences for both
p1

r and p1
c (right components) in Equation (5) are −2,

which will produce p2(x, y) = −4. Whereas the maxi-
mum is obtained when the neighboring differences for
both p1

r and p1
c are 2, which will produce p2(x, y) = 4.

2) In the second stage we compute GLRL matrix to get
the required feature set. This is achieved by extracting
the GLRL matrix discussed in Subsection III-A on top
of the pixel difference obtained in the first stage. We
do not include p(x, y) (pixel from the given binary
image) and all the pixel differences as in Subsection
III-B (except p2(x, y)) because we observed that these
features do not improve significantly. We also ob-
served that it is significant to use only two direction for
θ, which is 0◦ and 90◦. Thus, by substituting p(x, y)

655



by p2(x, y) in Equation (1), we obtain our first set of
feature.

D. GLGL Matrix

Since GLRL matrix feature are more on measuring the
”plateaus” of the image, we need additional sensitive feature
to reflect the ”peaks”3 in the image. The Gray Level Gap
Length matrix (GLGL) proposed in [20] seems to be an
appropriate choice. The authors in [20] have used GLGL
matrix in texture analysis and is defined as follow:

a(g, �|θ) = # {(x, y) | p(x, y) = p(x + u, y + v) = g;

p(x + s, y + t) �= g;

s < u & t < v;

u = (� + 1) cos(θ) & v = (� + 1) sin(θ);

0 ≤ g ≤ G− 1 & 0 ≤ � ≤ L & 0◦ ≤ θ ≤ 180◦} (6)

where # denotes the number of element, L is the maximum
gap length and the rest of notations are the same as in
Equation (1).

We compose 2 features from GLGL matrix for our second
set of feature. The first feature is composed directly from
the binary image as shown in Equation (6). Whereas the
second feature is composed from pixel difference as similar
to GLRL matrix in Subsection III-C. Which we replace
p(x, y) in Equation (6) by p2(x, y). We set θ = 0◦ for both
of these features.

E. Final Feature Sets

It is too computational expensive to use all elements in
GLRL and GLGL matrix as the feature elements. Therefore,
we propose to simplify by transforming the two-dimensional
of GLRL and GLGL matrix to one-dimensional histogram.

hGLRL
g =

L∑

�=1

r(g, �|θ), 0 ≤ g ≤ G− 1, (7)

where θ = 0◦ and 90◦, and the rest of notations are
the same as in Equation (1). In addition, we observe that
within a GLRL matrix, there are some high concentration
of frequencies near the short runs which may be important.
Hence, we propose to extract the first four short runs as a
single histogram, hsrα

g .

hsrα

g = r(g, α|θ), 0 ≤ g ≤ G− 1, (8)

where θ = 0◦ and 90◦ and α = 1, 2, 3, 4 are the selected
short runs.

Whereas for the one-dimensional histogram of GLGL
matrix, hGLGL

g , it can be obtained in the same way as in
Equation (7). With r(g, �|θ) is replaced by a(g, �|θ) for both
p(x, y) and p2(x, y). θ in this case is 0◦ and 0 ≤ � ≤ L.

3small pixel-wide notches and protrusions near by the boundary pixels
caused during the embedding

We also incorporate some of the high order differentia-
tion features as developed in [18]. These one-dimensional
histograms can be derived from Equation (3) to (5) and are
shown in the following:

hpn

q =

X∑

x=1

Y∑

y=1

δ(q, pn(x, y))

minp ≤ q ≤ maxp, (9)

h
pm

c
+pm

r

q =

X∑

x=1

Y −1∑

y=1

δ(q, pm
c (x, y))

+

X−1∑

x=1

Y∑

y=1

δ(q, pm
r (x, y))

minp ≤ q ≤ maxp, (10)

where δ(μ, ν) = 1 if μ = ν and 0 otherwise. n = 1, 2
and m = 1, 2, 3. minp and maxp denote the minimum and
maximum values of gray level, respectively. Other notations
are the same as used in Subsection III-B.

As we noted before, blind steganalysis can be considered
as two-class classification, so the extracted feature sets must
be sensitive to embedding alteration. This is to say the
feature values should be different between cover image
and stego image. The larger the difference, the better the
features. Hence, we apply characteristic function, CF on
each of the above histogram to achieve better discrimination.
Characteristic function can be computed by using discrete
Fourier transform as shown in Equation (11).

CFk =
N−1∑

n=0

hne−
2πi

N
kn, 0 ≤ k ≤ N − 1, (11)

where N is the length of vector, i is the imaginary unit and
e−

2πi

N is a N -th root of unity.
For each of the characteristic function (one for each his-

togram), we compute mean, variance, kurtosis and skewness.
This includes the characteristic functions calculated from
Equation (9) and (10) where in the original work developed
in [18] is using first order of moment. In total, we form 68-
dimensional feature space and are summarized in Table II.

Table II
RESPECTIVE FEATURE SETS AND THE TOTAL NUMBER OF DIMENSIONS

FOR EACH SET

Histogram Type Direction, Number Statistic4 Total
θ of Matrix Dimension

h
GLRL
g 2 1 4 8

hsrα

g 2 4 4 32

hGLGL
g 1 2 4 8

h
pn

q - 2 4 8

h
pm

c
+pm

r
q - 3 4 12
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We observe from our empirical evidence that the differ-
ence for the features values between cover image and the
re-embedded cover image5 is significantly larger compared
to the difference between stego image and the re-embedded
stego image. This is helpful in creating discriminative fea-
tures and we apply it in our 68-dimensional feature space
as the final constructed feature sets.

IV. EXPERIMENTAL RESULTS

A. Experiment Setup

In our experiments, we construct a set of 659 binary
images as the cover image. The images are all textual
documents with white color background and black color
foreground. The resolution of the images are all 200 dpi.
The experimental parameters are summarized in Table III.

As shown in Table III, we have used a larger non-overlap
block size (in our experiments we use 32 × 32) and shorter
secret message (smaller payload, which is r = 3 bits
per block). This setup makes our attack more difficult as
the steganographic embedding is more secure. The secret
message length is measured as the ratio between the number
of message bits that are embedded and the maximum number
of message bits that can be embedded in a binary image.

We extract the feature sets proposed in Subsection III-E
for each image and we use the SVM implemented in [22]
to classify which class (cover or stego) the image belongs
to. For all the experiments, we dedicate 80 percent of the
images to train the classifier and the remaining 20 percent
for the testing.

B. Result Comparison

We use Receiver Operating Characteristic (ROC) curve
to illustrate our detection results. ROC curve is a plot of
detection probability versus false alarm probability and each
point plotted on the ROC curve represents the achieved
performance of the steganalysis. We also use the area
under ROC curve (AUR) to show clearer comparison. The
value for a AUR ranged from 0.5 to 1.0 where 0.5 is
the worst detection performance and 1.0 is the optimum
detection performance. In order words, AUR at 0.5 means
the detection is merely a random guessing and AUR at 1.0
means the detection is very reliable (detection probability
= 1). Therefore, the closer to 1.0 the obtained AUR, the
better it is.

The respective ROC curves with the AUR values (shown
in the bracket) are displayed in Figure 1. The area under
the dotted diagonal line in each ROC curve is 0.5, which
corresponds to the random guessing explained in previous
paragraph. From the figure, we can clearly see that the
detection results are very promising and the steganography
developed by Tseng and Pan [3] appeared to be the most

4consists of mean, variance, kurtosis and skewness
5the re-embedded image is the same image which has been re-embedded

with full length of random message using the same steganography

difficult to detect. This is consistent with the claim by Tseng
and Pan that their method is the improved version. Whereas
the detection results for Pan et al. [2] and Chang et al. [4]
methods are nearly perfect.

It is also worthwhile to mention that the longer the secret
message is embedded, the more distortion it will cause in
the image. Hence, it is relatively easier to detect stego image
with embedded longer message than shorter message. This
can be noticed in Figure 1 where the detection accuracy
is increased from shorter message (10 percent) to longer
message (80 percent). As for message length greater than
30 percent, the detection is very accurate. However, we find
that if the message length is very short which is one percent,
it is very difficult to detect (refer to the yellow line as shown
in Figure 1(b)). The main reason for this is the alteration on
an image caused by the embedding is very minimum (e.g.
modifying 15 pixels out of a 800 × 800 pixels image) and
therefore is not significantly captured by our features.

V. CONCLUSION

Our proposed 48-dimensional new features used in com-
bination with some modification of 20-dimensional existing
features can achieve reliable and effective detection of the
presence of secret messages embedded in binary images.
The experimental results show that, our proposed method
can detect different length of embedded message and as well
as for low message length. Our proposed method can also
detect more than one types of steganography which make it
a suitable blind steganalysis for binary images.
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